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ANNEX E 


PLANNING FOR THE COMMUNITY INFORMATION HANDLING SYSTEM (cIHS) 

I. SUMMARY 

[] 4s a first step in the desionitene of a master plan for 
the Community Information Handling System, the IHC Staff made 
recommendations to the DCI and the newly established Community 
Information Systems Office concerning the major aspects of the 
work that the CISO and collaborating organizations should under- 
take to accomplish the information, adoption and implementation 
of such a master plan. 

[| The Chairman of the THC has drafted a proposed program 
of work for the new CISO to pursue in developing a master plan 
for the Community, which is set. forth in the cabewcnine paragraphs 
of this annex. The staff of the CISO is presently evaluating 
these recommendations and developing its own program of work 
designed to accomplish this task. 
II. DISCUSSION 

General Principles Applicable to CIHS Planning 

[_]The activities, procedures and tools essential to instituting 
and maintaining a planning process and a master plan for the CIHS, 
described in Annex E, include (1) an official identification and 
analysis of the needs of the Comin tey eGeers and customers for 
support from information handling systems; (2) an authoritative, 
orderly description of the Community's existing sageline of informa- 


tion assets and capabilities; and (3) a regular orderly process for 
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comparing needs with capabilities. The planning organization develops 
and analyzes alternative solutions to the shortfalls identified, and 
presents evaluated options to top management for decision. The plan 


is updated regularly and repromulgated annually, and the planning 


organization monitors its execution. Annex E, Tab 1 expands on the 


CIHS planning process. . 
Effective CIHS planning requires a well-developed management 


sync (MIS) that encompasses both the detailed description of user 

needs and the characteristics of the baseline's assets. It includes 
also, data that will permit the measurement and audit of CIHS component 
system effectiveness in operation. Annex E, Tab 2 eishoraves’ on the MIS. 

[ ] The actions selected by management for Aven aiaeton asa 
result of the planning seeks are placed in effect through their 
linkage with the events that transpire in the annual program and budget 
formulation, review and decision cycle, applying principles of zero- 
based budgeting. Annex E, Tab 3 describes the interrelations between 
the CIHS and the program/budget cyclical process. 

[| The work program de he planning organization (CISo) is tightly 
meshed with the related activities of other components in the DCI's 
Deputy for Resource Management, particularly the Office of Program 
and Budget Development. (See ore E, Tab 3) 

[ ] Annex D presents the draft of a DCI Directive (DCID), and 
its provisions are taken as a basis for CIHS planning as descrurea in 
Annex E. Annex D establishes the CISO and promulgates its mission 


and functions. 
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[_] Annex D expresses as statements of policy that the accumu- 
lation of intelligence information by the US Government is a resource 
of the nation and not a resource of any department ot agency; that 
intelligence information is susceptible to being managed, measured 
and controlled as a resource to promote its gaereeeietene utilization 
in the service of customers who require intelligence products; that a 
consideration in the design of future information handling systems is 
their potential for service to the Community as well as to a particular 
seeanieaeions and that the goal in each Community organization is to 
improve access to and use of the information resource through the 
cost/effective application of manpower and machines. 

[_] Annex D also seaees that planning for the CIHS will be ac- 


complished centrally as will the task of monitoring and providing 


‘guidance during the implementation of approved plans and the conduct 


of on-going operations. However, the detailed implementation and 
continuing operation of individual information handling systems will 
be decentralized, and will be accomplished by delegations of authority, 
ess a staey and accountability, including resources, to aeagenaeed 
organizations. | 

[] the top level of management of the Intelligence Community 
will provide on a continuing basis authoritative review, direction 
and policy decisions for CIHS planning. . 

[_] 1mpiementation of the CIHS master plan will be achieved 


through the annual program and budget cycle of decision-making. 
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Diversity of Relationships in Intelligence Community Structure 


[| the extent and diversity of the relationships within the In- 
telligence Caaniund by in both institutional and programmatic terms -- 
impacting on the scope and character of the planning required for the 
CIHS -- can be illustrated by reference. to the structure of the Com- 
munity Intelligence Resources Information System (CIRIS). That data 
base currently embraces over 500 individual major units, activities, 
projects, offices, or other types of cost centers (called "Reporting 
Entities") that are in receipt of assets from the National Foreign 
Intelligence Budget via their parent organizations. The Reporting 
Entities, in turn, are combined into ten "programs", and these are 
doatdtnanes by program managers from six different department or agen- 
cies. Within the resources SocseeEns structure prescribed for use 
throughout the Department of Defense, entitled the Five Year Defense 
Plan (FYDP), intelligence eecukees that are included in the National 
Foreign thteliigenca Program (NFIP) and Budget (NFIB) are spread among‘ 


“program elements." Each of the latter is a resources 


approximately 56 

center for a group of units and activities which. have a degree of 

commonality of Pjaceion or purpose, 

[_]Fieure 2-1, which is derived from the CIRIS Senuckiees sum~ 

iaedees the institutional and programmatic diversity of the Community's 

component parts that are encompassed by the NFIP. The purpose of 

CIHS planning is to improve the management, sharing and flow of in- 

telligence information in order that the Community as a whole can 

achieve greater effectiveness through the collaborative accomplishment 
E- 4 
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perder ati eeaes functional tasks. Intelligence functional relation- 
ships cut across the boundaries established for bnbaniestione ina 
programs. They represent a different manner of slicing intelligence 
resources. CIHS planning must work out a modus vivendi with insti- 
tutional regulations that are beyond the control of intelligence 
managers —- such ee the case ghere eeeuteeione oe general applicabi- 
lity are prescribed for procurement, operating and accounting for 


computers by a department, one component part of which is also a 


member of the Intelligence Community. 


Top Management Guidance for CIS Planning is Essential 
\ [Jems planning requires a regular interaction between those 
in charge te that work and the top level of Community management 
(see section 2.4, above). Aeneriearive guidance is essential in 
order to assure the application of resources according to the approved 
plan. It-.is geet also, to establish the authority of an 
approved plan, so that the latter can stand as the Community's 
official response to the numerous external authorities that are 
wer roeniae some form of continuing overview of intelligence activities 
or that are impacted by the conduct of- intelligence work. Figure E-2, 
prepared by DoD, illustrates the diversity of organizations with an 
official interest in different aspects of intelligence information 


handling. 
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Overview of the Planning Process 


[_] tne planning process is a continuous one. At different 


- periods during the year, activities and outputs are emphasized be- 


cause they are of immediate assistance to producing the results called 
Bee iin the program/budget cycle, such as the production of DCI planning 
guidance at the start of the year and thereafter the conduct of 
functional reviews to assist in programming decisions. These events 
are illustrated by Figure E-14. The total planning process has many 
facets, as indicated by the description of the mission and functions 

of the Community Information Systems Office (CISO) presented in 

Annex C. To eee ee work to promote agreement on various forms 

of technical standards is a part of sianndaes just as is individual 


issue analysis, or the development and testing of factors to be built 


_ into a management information system (MIS) in order to measure and 


evaluate the efficiency of the utilization of computer hardware. The 


capstone of this activity is the annual revision .and repromulgation 


of the official master plan for the CIHS, but the foundation building 


which makes it possible to erect the capstone is the continuous work 


‘of building and using the MIS and providing practical direct support 


to the conduct of events in the budget formulation and review cycle. 

| [| Figure E-3 presents a synopsis of the CIHS planning process. 
The major components are: (1) the poemeietedian of information 

needs (requirements) of CIHS users; (2) the tabulation of existing and 
officially planned capabilities of the CIHS to satisfy those needs 
(baseline); (3) description of shortfalls. between (1) and (2); 
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Figure E-3: Overview of CIHS Planning Process 
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(4) the development of alternative means to satisfy the shortfalls 
and the appraisal of the net cost/effectiveness of each alternative; 
(5) the presentation to and selection by Community top management of 
solutions; (6) the updating of the CIHS baseline to incorporate ap- 
proved solutions; and (7) the monitoring of the implementation of 
approved solutions in order to assure conformity with the official 


CIHS plan. 


CIHS Planning Commitments 


| [_] the implementation of a formalized CIHS planning process 


‘leading to the development of an official community-wide plan is a 


very sizeable task. (See Figure E-8, Annex E, Tab 1, for a chart 
of a start-up schedule.) Such a plan must, by definition, be co- 
extensive with the National Foreign race eeuse Pian (NFIP), and 
it must support all of the diverse activities of the Intelligence 
Community where information handling systems and procedures are 

important to the successful conduct of intelligence functions and 
activities. Annex E, Tab 1 presents further details on the CIHS 


(*) 


planning process. 


\ [ _] Resources. To accomplish effective planning, a centralized 


body is needed. (See Annex C relative to a Community Information 


Systems Office and related organizations.) In addition to a commitment 


ee! 


(4) - Figures E-6 and E-7 in Tab 1 illustrate shortfalls to the 


CIHS baseline. 
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of staff personnel, a multi+year commitment of resources for an 
assured level of external support is required. (See Figure E-8, 
Tab 1, for an illustrative projection of the 5c apedent tasks within 
the CIHS planning process and the build-up of in-house staff aad 
external contractor supsenecy The oneness must be willing to 
support the DCI in providing an enhanced level of resources for 
this purpose over a period of the neve seveeal: years. 

2.17 | { | time. Community-wide planning also requires a commitment 
of time. There are presently in use a large number of automated 
information handling systems. For the most part, they are performing 
their epecdtte functions very ereateaniy, They were designed in 
prior years, some like DIAOLS over a decade ago, to serve the par- 
ticular needs of inaiwaaoat organizations. The peakenteday design 
snes -- to effectively serve the entire Intelligence Community 
as needed -~ was not a prominent requirement of that past era. 
Current, ongoing sneatvimenes activities ae continue to be served 
“by available information handling systems until replacements, where 
appropriate, can be provided. Limitations in future resources re- 
quire that existing investments be exploited to maximum advantage. 
Projected Eachuolesient advances in ADP and telecommunications are 
other Perouse: to be weighed in the equation that evaluates the pace 
and scope of planning for future replacement systems. The planning 
for technical intelligence collection systems, such as satellite 


collectors, impacts directly on the timing for the development and 
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implementation of automated capabilities to process the collected 
data. The planning period encompassed by a projection such as the _ 
Five Year Defense Plan (FYDP) ease some 5-6 years into the future. 
However, the lead time for some high technology collection sensors 
could extend.considerably beyond the FYDP period. 

| [| the conclusion is that Crus planning must be long enough 
in-point of time be aeecimoaaes the igapeue lead items for which 
information systems support may be oxqulieea: This implies a minimum 
of 10 years, and out to 15 years in some cases. However, some 
aspects of long term planning are not closely predictable. An uncertain 


international climate is one such factor; the precise nature of further 


technological developments is another. Under these circumstances, a 


_ reasonable compromise is indicated. Accordingly, the CIHS planning 


process should be treated in two time segments: (1) a mid-term 


‘ period of 5-7 years, during which rather precise planning is feasible; 


and (2) a long-term period, out to some 15 years, where the planning 
process should be much less formal, less authoritative, and more 


flexible in its form and selective in its content. 


Management Information System 


[ Purpose. A management information system (MIS) is a mechanism 
that is essential to accomplish CIHS sienna: Such a system should 
be descriptive of all of the major aspects and characteristics of the 
CIHS and its individual component systems, data bases, equipment, 
facilities and networks. This device is designed to serve as the 
E- 32 
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Container for the detailed information set forth in the CIHS base- 
line iareatony and for other sets of data that are needed in order 
to accomplish analysis, review, management ee and decision- 
making on information handling bode ates issues. - The analysis of 
its contents permits identification of shortfalls in the official 
baseline. The MIS, also, contains information on costs and resources, 
on performance characteristics of sadinnieat and systems, sae statis- 
tics eiueine to system use and efficiency. 
| [__]contents. Major subsets of data included in the MIS are: 
* CIHS Performance Requirements (user needs) 
* — CIHS Component Systems (characteristics of equip- 
ment and’systems, including those identified in Annex A.) 
* — Data Bases and Files (descriptions of data bases and 
files, such as the 400 pcs identified in Annex B.) 
* — Physical Facilities (descriptions of centers for data 
handling, processing, storage, retrieval, services, etc.) 
* — Telecommunications Facilities & Networks (descriptions). 
-Annex E, Tab 2 presents further details on the Management Information 
System. Figures E- 9 through E-13 contain data trees to illustrate 
each of the five major data Babaens identified above, 

[ ] Design. The MIS must be automated in view of the scope and 
variety of ine contents and the need to associate diverse data ele- 
ments for different forms of program, budget, technical ob managerial 
analyses. The dest at, test and implementation of such a system will 
require at least two years of development, and an additional two 
cycles of data input/data output to stabilize its operation. 
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; [pata Collection, Processing and Use. The eeaaiiecea: 
Intelligence Resources Information System (CIRIS) provides a pre- 
cedent and parallel for a mechanism G6 periodically collect and 
pvscede. eRe various sets of data required for the CIHS Management 
Information System. Such an undertaking requires Community in- 
volvement initially for the adaiak oF such a system, and Hievedtuse 
Community participation and Seb oarseiea is required in responding 
to periodic data calls. The latter are levied in the name of the 
DCI, and require that information inputs be provided at specific 


milestone dates in order that these inputs can be processed in time 


to create outputs from the MIS for use in the cycle of annual 


“events that culminate in the review and approval of a zero-based 


budget for the total Community. Annex C, which discusses the 
Community Information Systems Office (cISO), assigns to that or- 
ganization the direction and operation of the MIS, as well as serving 
as the focal point for the design of this system. 


Use of the CIHS in 
Program/Budget Cycle Events and Zero-Based Budgeting 


[Ja community-wide ineaaeren handling system (CIHS) plan 
and its supporting MIS are tools which nate it possible for. re- 
sources managers to formulate, gain approval for, and ultimately 
operate information handling eyeeeis that will be of greatest 
mutual benefit and effectiveness in support of the Communanyte subs 


stantive intelligence activities and functions. The plan and the 
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MIS will have little value if they are not designed and implemented 
ina ances that allows them to make a major contribution to the 
annual cycle of planning, programmittg and budgeting events. This 
cycle culminates in the DCI's approval of the Community's zero- 
hosed pudeets which, thereafter, is presented to the Office of 
Management and Budget, the President, and the Congress. 

[__]the CIHS planning activities and processes described herein 
are specifically tied to this annual cycle that is observed by the 
entire US Government. In summary form, the following sections 
identify the contribution of the CIHS to each of these major events. 


Figure E-4 illustrates the events ,of this cycle, and highlights the 


series of interactions between the Community's top management and 


those charged with the responsibility to carry out CIS activities 
that support management decision-making. 

[__] Panning. Near the close of each calendar year, the DCI 
issues general planning and programming guidance for the next five- 
year period. This is incorporated into the Secretary of Defense's 
Planning and Programming Guidance Memorandum (DPPGM), a soe deulaews 
important arrangement since the DoD accounts for some 85% of the 
total ADP-related resources of the Intelligence Community. Here- 
tofore, little planning guidance on information handling systems and ° 
ADP=related assets has been provided from the DCI level. Hereafter, 
the DCI will include a narrative devoted to this subject, and will 


specify fiscal constraints to be observed by the Community organizations 
E- 1 
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in formulating their iS aaa portions of the NFIP. The CIHS 

will areas eae fuetual information and evaluations anak can make 
possible the formulation of sound and. balanced DCI planning guidance 
to the Community. 

[_] Programming. Heretofore, the presentation of information 
handling systems and ADP-related Beste nee been in a piecemeal 
fashion in the sone of individual requests and proposals of the 
several members of the Community. The format followed has differed 
by department and agency, and it has not eek possible to assemble 
and present to top management a systematic panoramic identification 
of the spectrum of these assets and their uses, The advent of the 
concepts of zero-based budgeting (Z2BB), particularly the features 
that involve packaging and ranking resources and their uses, provides 
a new and helpful tool to improve the quality of community-wide 
programming. The CIHS and its MIS are being designed to dovetail 
with the packaging concepts of ZBB. These concepts highlight intel- 
ligence functional activities and relate resources directly. to the 
tasks performed. The development of the CIHS will make it possible 
to conduct functional reviews (across organizational and programmatic 
lines) of information handling resources and uses that were infeasible 
heretofore. . 

| [__]Budgéting. Heretofore, budget proposals within the Intel- 
ligence Community have been presented for review by top management 
in terms that emphasize the institutional individuality of the 
agencies and Beene cies rather than their functional interdependence 
gw - 17 
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in the intelligence business. Information handling systems and 
ADP-related assets have been similarly constrained by the programs 
within whaen they have been presented. The result, from an overall 
Community point of view, has been the fragmentation of these assets, 
so that often the factual data provided did not permit them to be 
appraised as capabilities whose potential impact and ay See chnee 
extend beyond their sHeene institutions. In the fall of 1977, 
Poe the first time, the DCI's Intelligence Community Staff received 
budget estimates in ZBB format. Hearings, that included the OMB | 
and OSD counterparts of the DCI's staff, demonstrated that the ZBB 
format had the potential to provide a new degree of visibility and 
an improved gunerieaal focus on the Community's resources. The CIHS 
and its companion MIS furnish tools and procedures to exploit the 
potential of ZBB and to peieeed “the ability of Community staffs 


involved in budgeting to present for top management appraisal and 


‘decision markedly improved descriptions, alternatives, analyses and 


cost/effectiveness appraisals of information handling systems and 
ADP-related resources, One specific and tangible improvement that 
can result is a set of Congressional Justification Books vastly 


superior in the ability to relate intelligence operational systems, 


, _missions and functions te the support provided by information handling 


assets and ADP-related resources. 
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ANNEX E - TAB 1 


THE CIHS PLANNING PROCESS 


STAT 3.1 [_] contents of tabs. Annex E, Tab 1 includes further details 
on the task of designing and implementing a stir aa atte planning 
process for the CIHS. Tab 2 elaborates on the Management Information 
System, and Tab 3 discusses how the master plan for CIHS and the MIS 
both dovetail with and provide practical support for the ongoing 
cyclical process of programming and budgeting for the resources of 

d the Intelligence Community. 


Information System Planning is a Subset of Total Planning 
for the Intelligence Community 


STAT 3.2 [ _]Figure E-5 diagrams the CIHS planning process in the Larger 


context of total Community planning, which includes systems and acti- 


- vities that do not involve information handling as their major charac- 
teristic. 
STAT 3.3 [As was illustrated in summary form in Figure E-3, the CIHS 


planning process involves initially the identification and analysis 
of the needs of users and customers of information handling systems. 
Matched with those statements of information needs, (which may be called 
the “performance requirements" demanded of the CIHS in order to ac~ 
.complish its mission) is a second ie set of detailed informa~ 
tion that relates to the actual capabilities of the CIHS as currently 
- . officially configured. The result of this comparison is, in most 
cases, a shortfall in eee neces The planning process involves 
the development and evaluation of alternative solutions to shortfalls, 
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the further analysis of possible solutions in the light of their 
impact on systems and activities that are-outside the realm of in- 
formation handling, and the presentdtion of all of the considerations 


relative to each alternative to top management for decision. 


[ _]Performance Requirements (Information Needs). The articulation 
of CIHS performance remieenenes is a matter of great importance and 
considerable complexity. As Figure E-5 illustrates, they are derived, 
conceptually, from a larger set of similar requirements that encompass the 
total missions of the entire Intelligence Community. The latter are. 
derived from an even higher-level set of broad statements, ultimately 
declared in terms of national policy, goals or objectives. While 
this process is straightforward in a conceptual sense, the actual ver- 
balization of CIHS performance requirements is one that can involve 
semantic difficulty. | 

| Bae is essential to state these propositions in the non-technical 
terminology that is familiar to the user of or customer for intelligence 
products. It is important to avoid -- at this stage of planning -- 
statements of sence ea hes that are couched in technical language that 
describes computer systems or equipment. Avoidance of this pitfall 
cannot be overemphasized! 

[_] The reason is this. Information systems exist to serve users, 
not to serve the designers and operators of automated equipment. In- 
formation systems have frequently failed because the user did not 
understand what the engineer was siieeeuiae a provide. The starting 
point to assure a common understanding, and the authoritative point of 


reference to which it is necessary to reorient. during the course of 
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the protracted design and development of a complex automated system, 
must be the clear and simply stated definition of what the technical 
avepan is to do in order to serve the non-technical user of that 
system. 

STAT 3.7 [__]tThe desirable way to state decile requirements can be 
illustrated, For sap lee identify the intelligence subject: matter 
specifically; indicate: the required timeliness and frequency of 
receipt of this information; describe the data content and form; 

i . advise of the Sect considerations; explain how the information 

is used, possibly in relation to other information, and who and where 

the recipients are. Each item of information can be considered as 

an input to something and an output from something; and the summation 

of the items and the process in between will define telecommunications 

requirements (output to input) or data Spacsssine (manual or ADP). 
requirements (input to output). | 
Establishing the CIHS Baseline 
STAT 3.8 [| the CIHS baseline is a comprehensive, automated data base 
within the CIHS Management Information System (MIS). It encompasses 
all the information handling capabilities hey in operation, 
budgeted for or officially planned, as reflected in authoritative 
esas resources control documents, such as the NFIP, che NFIB, 
the DoD FYDP, or a Congressional Budget submission. The baseline 

is an extensive compendium of facts and figures. It ivermese des- 

criptions of systems and users, technical data on major component 


parts, and cost data on. all CIS assets. 
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The Baseline in Action 


[_]zne principal purpose of the CIHS baseline is to provide 
information for the See eiae of existing or officially planned 
capabilities with the performance requirements imposed. on the CIHS. 
The eoduee of this examination will (in most cases) be shortfalls 
that are exposed by this analysis. The baseline serves, also, as 
the point of reference that ts a common authoritative source for 
use in the analytic work of iacaeiestne and testing possible solu- 
eens to shortfalls. 

[_]Figure E-6 illustrates a shortfall between performance 
requirements and current baseline capabilities. Each shortfall 
must be identified and quantified in terms of its impact on the 
performance requirements. This will eee in a measure of "worth" 
being applied to the development of a solution for each shortfall. 
Possible solutions to shortfalls will be articulated in the light 
of current technology projections and expectations, and will be 
stated in sufficient detail to identify a "cost" impact to the 
baseline, a quantitative measure of increased effectiveness to 
result from a particular solution, and Sandie aaeceaehen risk assess— 
ment. The latter assessment should address both technical feasibility 
and consumer acceptability. The sequence of nah oE events in the 
presentation of alternative solutions and the review and decision 
process by Community top management is depicted in Figure E-5. Fi- 


gure E-7 illustrates how the baseline is revised as a result of these 


management decisions. 
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[_]the baseline is a valuable tool, also, as a means to. 
respond to ad hoc tuaaieiee ero external sources, such as Congres- 
sional committees, and to prepare periodic overview reports and 
statistics. 

[re warrants reiteration that to be useful in the analysis 
of shortfalls, the baseline must include information expressed in 
terms that are semantically equivalent to those used in the state- 
ment of performance requirements. This necessity is one of the 
criteria that must be carefully observed in the design of the MIS. 


Baseline Development Period 


[__ ]eveloping the baseline portion of the MIS is a laborious 
and time-consuming task. As indicated in section 2.21} some two 
years of development time will be required, followed by a further 
period for fine tuning the mechanism in action. Extensive coopera- 
tion from all members of the Intelligence Community is essential. 
The detailed work is such that a.large role may have to bé played by 
one or more external contractors. This is not to say that the 
Community will have no baseline-type data until this task is completed. 
Obviously, ad hoc data collection has been and Witt continue to be 
carried out, particularly in support of psrede,cdpeeie is issue 
analysis. 

Schedule for CIHS Planning 

[] The DCI's Community Information Systems Office (CISO) is 
the mechanism, in conjunction with related planning personnel or 
components representing other Community members. as well as en 
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level interagency committees (such as the IHC, COMIREX and the 


SIGINT Committee), responsible for contributing to and assuring 


the successful accomplishment of CIS planning. 


[Jt addition to the intensive efforts, described above, 
to accumulate baseline data and to articulate the CIHS users' 
performance requirements, the Community's planners, particularly 
CISO, must establish the design characteristics for the total 
Management Information System (see Annex E, Tab 2). They must also 
make the Community familiar with the concepts and principles to be | 
used in community-wide planning, and they must interrelate the CIHS 
planning effort with the seve ae the annual program and budget 
cycle (see Annex E, Tab 3), which governs the real world application 
of resources to develop, maintain, and operate information handling 
systems, assets and capabilities. 

[_]The Community Information Systems Office (CISO) must accomp- 
lish its own initial organization and staffing, and adequate logistic 
support and funds for external contractor work will be ebauiheas 
Realistically, all of these actions will consume a considerable 
period of time, and will -- if they are to be successful -- aenaee 
continuing support cua attention from the Community's top management. 

[_]Figure E-8 provides an approximate schedule of time jad 
events that are related to the establishment of me planning organi- 
zation and the start-up of the ere component tasks eacea for 


CIHS planning. It should be noted in particular that although the 
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organized planning process requires considerable time to be designed 


and implemented, Figure E-8 points to the necessity to address cur- 


rent selected issues immediately, although necessarily in an ad hoc 


manner. 
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ANNEX E - TAB 2 


MANAGEMENT INFORMATION SYSTEM 


[__|scope. Tab 2 consists of edapie data tree diagrams and 
brief explanations of the five principal subsets of baseline data 
that are required in a Management Information System (MIS) for the 
Intelligence Community's iaroreeeion Handling System (CIHS). As 
noted in Annex E, the following discussion and figures indicate 
the general character and relationships of the data cy cgehbatin 
each of the five subsets. It thus demonstrates the general scope 


and contents of the MIS. However, further design and development 


studies are required, and consequently Tab 2 should be taken as 


illustrative rather than definitive. 


CIHS Performance Requirements © 
[_]vhis: part of the MIS provides a listing of the current and 
projected CIHS performance requirements to support the missions 
of the Community in accomplishment of national objectives. 
[_]Performance requirements are sbarenents 62 the ifoundeton 
needs of intelligence analysts and ponsenee se are to be satisfied 
through information handling systems and capabilities. They are 


* 
stated in terms of the substantive information required. ) 


(*) - A common error in the initial stages of planning for the design 
and development of an automated system is to jump too quickly to 
technical alternatives. The approach which gives greater assurance 
that the ultimate development will be responsive to actual user needs 


’ is that which makes a careful effort to document user needs initially 


in the terminology of the user, and to state baseline characteristics 


in similar terms as well as in technical capabilities language. 
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STAT 4.4 [| zbe CIHS performance requirements include information bearing 
on dhe: Feliewing points: | 

# - Customer Profiles 

* - Intelligence Product Types 

* — Intelligence Functions Supported. The ZBB system 
currently in use by the Intelligence Community identifies 
ADP packages that are tied to individual intelligence 
functions (e.g., signal processing, imagery exploitation, 
etc.). This correlation between information handling 
resources and the intelligence work supported thereby 
should be fully developed, in order to equip the MIS for 
practical use in the Community's annual resources review 
cycle. | 

i * — Current Intelligence Requirements and Priorities. 

(See DCID 1/2.) 

* Mid-Range Projected Requirements. (See DCI 
Perspectives.) 

* —~ Long-Range Projected Requirements. 

* —~ Degree of Essentiality. 

STAT 4.5 [Each performance requirement involves a separate analysis. 
The sample data tree, Figure E-9, illustrates some structural ele- 
mente The end result is an organized data base with suditabie: 
tracks to each element therein. Such a mechanism makes it possible 
to arrive at authoritative conclusions about current shortfalls in 
capabilities, and to - describe those shortfalls factually, precisely 
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and in- relation to specific proposals or issues in the annual 
programming cycle and the formulation of ZBB packages. This 


mechanism also provides a translation and semantic bridge between 


‘the non-technical language of the user of automated systems and 


the technical vocabulary of the designers and operators of those 
systems. 
CIHS Component Subsystems 

‘[_]rnis part of the MIS provides functional descriptions of 
each of the component information systems which make up the CIHS. 
It includes a functional summary (subsystem overview); pointers to 
other data categories; performance characteristics and statistics; 
system status indicators; and cost parameters. The sample data 
tree deboripeeye of CIHS soupenene subsystems is at Figure E-10. 


Data Bases and Files 


[ _|rnis part of the MIS provides a dayeteory of the Intelli- 
Bebe Conley major data bases and files. It contains a func- 
tional and physical description of each. It identifies the file 
classification, the host support facility(s), and some level of 
performance characteristics and statistics to permit the determi- 
nation of growth rate and potential. These data should be retriev- 
able by any fielded item or keyword in the functional deseriations: 
A sample data tree is shown in Figure E-1l. ‘(Gée also Annex B, 


Intelligence Data Bases.) 
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Physical Facilities 

[_|rnis part of the MIS provides an re of the Intel- 
Jigence Community's major data Behn facilities. A sample data 
tree for an ADP facility is shown in Figure E-12. This subset in- 
cludes identification of the responsible organization controlling 
the facility, its location, equipment inventory (hardware), software 
inventory (both operating system and applications software), system 
users, performance and neiiization characteristics and statistics, 
and costs. These data should be retrievable by any fielded item 
or generic keyword in the description fields. 

[es Separate data trees should be developed for other types of 
facilities, such as Intelligence Libraries, and Intelligence Central 
Reference Services. Neither is included herein. 

Telecommunications Facilities and Networks 

[_|this part of the MIS describes the information handling 
systems used by Intelligence Community analysts, managers, and 
customers to communicate with one another or with a computer that 
drives some data base or other part of the CIHS. 

[_]rhe MIS data included in this subset identify responsible 
organizations controlling these facilities, their users, the system 
capacities and characteristics, related facilities, supporting hard- 
ware, performance statistics, costs, communications protocols and 
standards, and aspects of security, accessibility and vulnerability. 
These data should be teeeievabié by any fielded item or generic 
communications keyword in descriptor fields. A sample data tree is 
shown at Figure E-13 


epee or Release 2002/09/05; CIA-RDP84-00933R000200010008-3 
; UNCLASSIFIED 


CHLALSSVIONA 


fe - a 


Approved For Release 2002/09/05 : CIA-RDP84-00933R000200010008-3 


REQUIREMENT NUMBER 


REQUIREMENT STATEMENT 
aus ZBB PACKAGES 
INTEL FUNCTIONAL 
CIHS Bure can tes CURRENT /MID/LONG RANGE 


REQUIREMENTS MISSION ESSENTIAL/ 
DATA IMPORTANT / USEFUL 


REQUIREMENT PRIORITY To 
DCID 1/2 
PERCENTAGE SUPPORTED 


SHORTFALLS 


Figure E-9: Sample Data Tree for CIHS Performance Requirements 
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Figure E-10: Sample Data Tree for CTHS Subsystem Inventory 
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Figure F-1l1: Sample Data Tree for Data Bases/Files Inventory 
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ANNEX E - TAB 3. 


" PROGRAMMING AND BUDGETING 
I. SUMMARY 


STAT | oe [_]institutional Separateness in the Past. The ADP and other 


information handling assets, systems and capabilities that now exist 

in the Intelligence Community, by and large, have come into being 

over the past decade or more because individual departments and 
agencies obtained resources which were applied to solve their own 
particular problems. Those resource iemieate and approvals resulted 
from the annual programming and budgeting process. The institutional 
framework in which programs have been organized (e.g., the GDIP, the 
CCP, the CIA Program, etc.) has made it cumbersome and difficult to 
conduct cross-program analysis on a functional subject, such as ADP, 
which cuts across institutional and programmatic lines. The Ic Staff 
has not had either adequate manpower or technical experience in this 
area to effectively evaluate proposals and translate from the indi- 
vidual institutional focus to an appraisal of Community-wide potential. 
STAT 5.2 [_]Need for a Comprehensive Community Plan. The top management 

of the Community and the Congressional committees dealing with in- 
telligence matters are in agreement that the resources for Aaedwave 
such as computers and telecommunications equipment, in fact, resources 
for all information handling systems and capabilities, must be provided, 
managed and epevated under a comprehensive total Community plan. 


Resource requests to create new capabilities must be evaluated in the 
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context of a total official plan, and planning for these assets 
must be directly related in a very practical way to the Community- 
wide review and approval processes. * 


STAT Sad [_] New Opportunities Through Zero-Based Budgeting. The events 


in the annual programming and budgeting cycle and the principles of 

zero-based budgeting provide an opportunity and an orderly mechanism 

to put into practice planning for a Community Information Handling 

“System (CIHS) een sande all of the resources and existing or 

planned assets of this type that are now encompassed in the official 

National Foreign fet iveuee Plan (NFIP) and Budget (NFIB). 

STAT 5.4 [__]correctives for Past Deficiencies. This Tab 3 to Annex E 
provides a background description of the programming and budgeting 
system as it has existed in the past seacaeees deficiencies therein, 

‘ This Tab 3 also points to ways in which those deficiencies can and | 
will be eliminated as a result of the application of seearipsase 
budgeting and the increasing capability of the Community, under the 
DCI, to make resource decisions that are maximized to provide egual 
Community benefits. 

‘ 

STAT 5.5 [|The Annual Cycle. Figure E-14 depicts the annual cycle of 
activities relating “6 planning, programming and budgeting. Iden- 
tified therein are the major specific events which provide opportunities 
to fapnten DCI guidance or conduct DCI-directed reviews and make top 

‘ management, Community-oriented decisions pepacdine ADP and other 


information handling resources. 
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II. DISCUSSION 


Past Practice 
[___ Heretofore, information and proposals about computers and 


other information handling systems and related assets have reached 


'the Intelligence Community: Staff through a mixture of management 


processes. Some data and proposals have been presented and moulded 
by the formalized and compartmented planning, programming and budgeting 
system of the DoD. Different processes have been used in CIA and 
non-Defense departments. Independently, each process has reflected 
a businesslike approach to the subject nether in the context of the 
way in which a particular department or agency carries out its business. 
The deficiency, from an Intelligence Community management point of view, 
however, has been that these separate processes are not mutually- 
eebnparedne or consistent with each other. As a result, this mechanism 
has not provided a suitable basis for the IC Staff to serve the DCI 
and top aan eHeRe by providing an integrated appraisal of these 
resources proposals and the functional use of these assets. Conse- 
quently, it has nee been possible to provide the fully-reasoned and 
thoroughly analyzed resources justifications and explanations that 
the DCI must have from his staff and from the Community and that the 
Congress fies a right to expect ou the DCI. 

[contributing to this difficulty, moreover, has been the lack 


of an adequate technical/evaluative expertise in the IC Staff. This 


has resulted in an inadequate capability to independently evaluate 


and challenge proposals advanced by the departments and agencies, 
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‘ : “particularly in the very limited time available during a single on- 
going program/budget cycle. 
STAT . 6.3 [ |m addition, the non-existence of an official master plan 
for all of these resources, i.e., an official plan for the CIHS, 
has meant that reviewers at the IC Staff level of resources proposals 
reaching them have not been able to measure the potential contribution 
of a particular request for resources against an authoritative yard- 
stick that reflects a balance of total Community needs. 
STAT 6.4 [_]Planning. In the past, no detailed DCI planning guidance 
‘ has existed relative to ADP and other information handling resources. 
The departments and agencies have formulated their program proposals 
using guidelines that to a considerable degree have been generated 
at the department /agency level. As a result, there has been no Dex 
influence early enough in the bildeat en ee process to have any 
major substantive effect on the level of resource requests welling up 
from within the Community. | 
STAT 6.5 . [ _]Pxogramming. At the prior and present level of IC Staff 
manpower applied to ADP and information handling resources proposals, 
1 the DCI has had too slender a capability to undertake comprehensive 
analysis and technical evaluation of Community programs. Proposals 
that have been built into programmatic presentations reflecting the 
satisfaction of a need by some department or agency cannot readily | 
be analyzed for potential benefit to the total Intelligence Community. 
The proposing agency is not in a position to make such a total Com- 


1 munity evaluation, and the IC Staff has not been in a strong position 
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to repackage one reanalyze these individual Paquetes froma larger 
point a view. The differences in programming mechanisms, including. 
vocabulary, and eye pons usiforn presentation of statistical and evalua~ 
tory information, have further handicapped the modest capabilities of 
the IC Staff. That secaunnanion has not been able to identify and 
evaluate new ADP-related initiatives Saeiy south fo neve an oppor- 
tunity to judge whether the initiative is necessary, what financial 
baseline may be affected, or what tangible and pragmatic benefits the 
initiative can be expected to produce beyond the rhetorical appeal of 
“nore timeliness" and “greater speed." 

[__]Budgeting. The Community's budget is examined in the sane 
institutional packages as is its program. Hence, ADP-related assets 
have been treated as a subset of some institution's needs rather than 
as a functional total that transcends departments and agencies and 
involves the entire Community. That kind of fragmentation does not 
result in the presentation of an adequate set of facts and explanations 
to permit the making of Communi ty-related judgments. 

Improvements in Program/Budget Formulation and Review 

[_]Zero-Based Budgeting. the "yackaging" and "ranking" features 
of Saecnaeed budgeting were applied bee the first time during the IC 
Staff's budget review activity in the fall of 1977. Zero-based bud- 
geting procedures offer means, not heretofore available, for improving 
the factual and evaluative descriptions of new resources proposals, 


and hence providing to the IC Staff level of review a more useful set 
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* of explanations to help in the evaluation of resources alternatives, 


| Ptsasing end Programming Guidance. Annually, around the 
close of each calendar year, the IC Staff's Oftice of Policy and 
Planning provides the DCI's general raiatas guidance for a finvetyeat: 
period. In addition hereafter, the IC Staff's Office of Program and 
Budget Development will be providing to the Community early in each 
new calendar year a planning and seomeauniue guidance document based 
on the experience of the preceding ZBB exercise... This guidance will 
specify a direction for the Community over a five-year period, and 
will include program constraints that express the DCL's estimate of 
what assets and capabilities he needs in order to achieve his goals 
and objectives. In the case of DoD, which includes about 85% of the 
Community's ADP inventory, the above two sets of guidance will be 
incorporated in the Secretary pe aeteade Piaunine and Programming 
epiaanie Memorandum (DPPGM), which also addresses a five-year period. 
The intelligence section of the DPPGM transmits the DCI's fiscal 
constraints for intelligence to the Services and Agencies within DoD. 
The DCI's guidance will include two new features: (1) a narrative, 
and (2) explicit isos constraints relative to ADP and information 
handling resources and Seeaikes Past guidance documents ecuesined 
no. such constraints and consequently in the past dollars and manpower 
for ADP-related activities were free to "float" eienin the broader 
guidance imposed on total programs. 


[ _ frosramming. In the future, each NFIP manager will use the 


guidance documents to develop his Recommended Five Year Program. 
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This will result in the Eatieciune the guidance into specific 
sets af Peeoureess ZBB will give the Program Managers sufficient 
flexibility to satisfy their perceived needs for ADP-related and 
information handling system capabilities, but the format and structure 
for reporting to the IC Staff will be fixed under the 2BB packaging 
and ranking concept. This will remove the heterogeneous presentation © 
of information on this type of resources that has been common in 
past practice. The ZBB package concept lends itself to a systematic 
faenetdieatton of the spectrum of resources relating to ADP and in- 
formation handling that is presented in a program request. The 
requirement that "minimum," "current" and "enhanced" package propo- 
sals be avewsneed requires further discipline from the Program 
Manager who must rank his assets against one another. The packaging 
concept, and the improved narratives that will be generated, should 
make the IC Staff's task of analyzing and evaluating these alterna- 
tives a more systematic and accomplishable undertaking. 

| pudgeting. The IC Staff received estimates in ZBB format 
for the first time during the fall of 1977 budget exercise. These 


materials were examined in a series of hearings chaired by the IC 


Staff and participated in by OMB and OSD counterparts. The hearings 


resulted in the development of budget issues related to ADP, from 
which it was possible to lower resource requests. Because of the 
added visibility that 2BB provided, the IC Staff was able to adjust 


ADP requests of CIA to less than 10% growth, and GDIP growth to 10%, 
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thereby bringing these programs in line with the Congressional 
growth guidelines. ADP at NSA was analyzed and evaluated more 
rigorously under ZBB than ever before, but the FY-79 ADP growth 
for that agency will exceed 10%. Without the benefit of program 
cycle experience with NSA's ADP in ZBB format, reductions in ex- 
cess of those actually made could not be justified on the basis of 
the information that the budget cycle itself produced. This limi- 
tation should be taken care of as the ZBB process is repeated. It 
is clear from this past year's experience that the ZBB itself pro- 
vides a pase for comprehensive review and examination of ADP-related 
and information handling assets. One tangible benefit resulting is 
that a more informative and meaningful set of Budget Justification 
Books can be provided to the Congress. 
Other Improvements 

| Jorsanteationat. The DCI is in the process of establishing 
a new organization, the Community Information Systems Office (CISO), 
as part of his easneua cation of the Intelligence Community Staff. 
The chief of this office will be the "senior ADP official" in the 
Intelligence Community. He will report to the DCI through the 


Director's Deputy for Resources Management. {| The mission and functions 


of this office will totally mesh it with the planning, programming 


‘and budgeting aspects of ZBB. It will develop the official mid-range 


and long-range master plan for the Community Information Handling 


System (CIHS); it will keep the plan current; and it will monitor 


the implementation of the plan by operating organizations. ‘The office 
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will play a major role in the favati fications anaiyais: and evalua- 
tion Se specific current issues relating to ADP and information 
handling systems and assets in the Community, and it will be closely 
interrelated with the work of the Office of Program and Budget De- 
qelsoment, providing support to the latter, and ensuring the practical 
reality of planning through its application to the resources decision- 
making process. By working closely with the other components of the 
Budget and Evaluation Directorate, the CISO will bring the equilibrium 
needed between the pragmatic aspects of the budgetary process on the 


one hand and the need for sound growth and improved utilization of 


the Community's information handling assets. Annex C to this report 


details the organization of the CISO. 


[ _]zntettigence Data Automation Requests (IDARs). A new pro— 


cedure that can be implemented as soon as the CISO becomes operational 
is the IDAR, which is to be submitted to the head of that Office. 


This form of request will serve to notify CISO that some element of 


‘the Community is beginning to program or budget: for a new system 


acquisition or to upgrade an existing operational system. The IDAR 


will include a description of user need, existing capabilities to 


satisfy that need, and an estimate of the added value of the pro- 
posed initiative to the Community as a whole in terms of the output 
and services provided. The IDAR submitter will provide analytical 
eae eran that bears on his evaluation of the cost/benefit involved 


and projections of the full cost implications. The IDAR device is 
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' = “a means to bridge the gap between the present lack of any orderly 
system to give advance notice of such a resources proposal and the. 
eventual orderly approach (described in pee fi, Tab 1 and Figure 
E-5) to compare the CIHS baseline with identified shortfalls and 
to analyze alternatives to eliminate the shortfalls. 

STAT 6.13 [a Management Information System for the CIHS. The MIS 
described in Annex E, Tab 1 will be directly related to the functional 
terminology employed in the ZBB packages. The MIS will also include’ 

j financial information in the terminology used for programming and 

i budgeting, so that it will be immediately applicable for use by 
analysts in evaluating individual proposals for reapinee applications. 
Once built, the MIS will be maintained and operated to assist higher 
levels of management in a ganned: comparante to the Community Intel- 
ligence Resources Information syateti (CIRTS). The task of designing 
and operating the MIS is assigned to CISO (see Annex C). 


STAT 6.14 of [_]con ressional Justification Books. The component parts of 


_the CIHS will be described in the Congressional Justification Books 


in a manner that relates the work done by those components to the 
functional activities of intelligence users and customers who will 
benefit thereby. This will avoid treating these.assets in isolation, 


as has been done on past occasions. 
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The Committee hag continued to study the intelligence 


community's use of ADP. Reductions or restrictions have been 
placed on projects of the CIA, Army and Air Force for major. 
data Seeneaeine upgrades, pending better eeanihe and more 
thorough JusEte toatl on. Moreover, _the Committee believes that 


the level of eserdination among agencies can’ she much ‘improved, 
particularly in. initiatives which involve disciplines where other 
agencies have substantial expertise. For example, the CIA and 
the military services are apparently not Panes to coordinate 
with the National Security Agency in procuring hardware and soft- 
ware to analyze telemetry or ELINT Signals. | | | 

The Committee will be providing to the DCI and the program 


” 
managers guidance on information to be included in the FY 1980 


wT 
rd 


congressional justification books. The Committee also requests 
the DCI and the program managers &omply with the following guide- 
lines in preparing their FY 1980 programs. z 
-- Major enhancements, innovations, or new initiatives 
in data processing hapdaue and software should be’ 
oe identified. | | 
~~ Such initiatives should be coordinated with other 
organizations within the community having expertise in 
the ‘intelligence disciplines involved; the extent 


and results of such coordination should be clearly 


stated in the budget request. | | 
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initiative gives the greatest emphasis to common- 


ality, interoperability, and nonduplication of 


effort; fits with long-range plans for data pro- 
cessing upgrades in the sdae Cacao community ; 
is Vales in. terms of. SOnsune = Gees: ane cannot. be. 


met by other techniques of lower cost or by 3 reason- 


able relaxation of the restrictions on the require- 


vee 


The DCL should insure that each major proposed 


ADP upgrade is supported by a comprehensive long-range 


plan, fits with the policies, long-range direction. and 


control of data processing upgrades, and supports anal- 


ytic priorities throughout the community... | | 25X11 


val 


The program managers proposing the initiative should 
- S. 
s 


insure that the input-and output data of systems 


can be readily interlinked with the processing and 


analysis systems of other organizations where 
appropriate. | | | 

Program managers should focus on the full cost 

and Long-range implications of software initiatives. 
For example, the, Committee has encountered examples 7 


of new application posta which were funded 


individually but in agsregate eventually require 


ou 


the acquisition of more computers. 25X1 
L : : ‘ 
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CAMS Development ne 


The Committee has Mathoeized ies full $4. Q million réquested 


for the CAMS upgrade, It is concerned, iegeves howe the ulti- 


mate size ana cost of this planned upgrade, and will be examining 


“Le in detail in he coming months. The Committee directs, 


therefore, that none of these Funds be obligated until it has 


been provided a detailed description and program plan for this 


initiative which includes at least the Following: ml 25X11 
-- A description and inventory of the current and ‘ 
proposed systems, and their capabilities; [| 25X1 
mG A description of the specific deficiencies in | 
the current system that the. upgrade is designed  .. . a 
eecdecoue: ze Ce oo oe ee 
be A déserrpiio oe the specific improvements that 
wa be made to overcome these deficiencies; and | | 25X11 
See. 4 Cost ae each of the proposed improvements over the > 
25X1 


life-cycle of the vegrade.[ _| 
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